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Abstract

Purpose: While there is evidence for the effectiveness of programmes targeting cyberbullying in general adolescent popula-
tions, less is known for adolescents with neurodevelopmental disorders, who are at heightened risk of involvement in
cyberbullying. This scoping review aimed to identify and map the evidence in relation to managing cyberbullying among
adolescents aged 10–19 with neurodevelopmental disorders.

Method: The following databases were searched: ProQuest (including dissertations and theses), PsychInfo, MEDLINE,
Scopus, and Google Scholar. Two independent reviewers screened the studies in two stages: Title and abstract, and full
text.

Result: Twenty-nine studies were included; 19 involved exploring existing strategies used by adolescents with neurodeve-
lopmental disorders, their parents, teachers, or service providers, to manage cyberbullying. The remaining 10 papers
implemented and evaluated the effectiveness of cyberbullying prevention and/or intervention programmes.

Conclusion: While there is some emerging evidence for the efficacy of cyberbullying programs for adolescents with neuro-
developmental disorders, the literature is sparse. Future research should explore the efficacy of programmes delivered at
classroom, small group, and individual levels and examine how adolescents with a range of neurodevelopmental disorders
and diverse learning needs respond to such programmes. Critically, this may help reduce cyberbullying incidents and the
subsequent impact on mental health among adolescents with neurodevelopmental disorders.

Keywords: adolescents; neurodevelopmental disorder; cyberbullying; scoping review; intervention; mental health

Introduction

Bullying is defined as repetitive and systematic behav-

iour that is aggressive or intended to be hurtful, which

occurs between people with a power imbalance

(Beckman et al., 2020). Bullying can take various

forms, including verbal, social, and physical, and it

may occur online (i.e. cyberbullying) via the use of

electronic devices and/or internet platforms (Ng

et al., 2022). Cyberbullying is often considered more

severe than offline, or ‘traditional’, bullying as it can

occur at any time of the day, perpetrators can be

anonymous, and there may be a broader audience

(Beckman et al., 2020). Cyberbullying acts can

include online stalking and threatening violence,

deliberate exclusion from chat rooms or groups, and

impersonating others online (see Heyeres et al., 2021

for a review).

Both cyberbullying victimisation and perpetration

in adolescence are associated with adverse mental

health outcomes such as suicidality and self-harming

behaviours (Islam et al., 2022). For instance,

Campbell et al. (2012, 2013) found that young peo-

ple targeted by cyberbullying (i.e. cyber victims) are

at higher risk of experiencing stress and poorer men-

tal health (e.g. depression, anxiety, and somatic

symptoms). Furthermore, those who perpetrate or

instigate cyberbullying (i.e. cyberbullies) experience

reduced self-esteem and life satisfaction as well as
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increased risk of mental health symptoms such as

anxiety, depression, and conduct problems (see Zych

et al., 2015 for a systematic review). This highlights

the importance of identifying strategies to effectively

manage young people’s involvement as both victims

and perpetrators of cyberbullying. We define manage-

ment to include the ways in which an adolescent, or

the people around them (e.g. families, teachers,

health professionals), use strategies to prevent the

adolescent’s involvement in cyberbullying, to inter-

vene and stop further involvement, and/or to manage

the consequences if cyberbullying has occurred.

Management of cyberbullying in the general

adolescent population

There are a range of methods described in the litera-

ture for the management of cyberbullying, with pro-

grammes generally aimed at preventing cyberbullying

before it occurs (e.g. through education and promo-

tion of positive online behaviours) or intervening to

mitigate the impacts of cyberbullying once it has

occurred (see Hutson et al., 2018, for a summary). As

overviewed by Heyeres et al. (2021), varied

approaches may be used in cyberbullying prevention

and/or intervention, including skill development (e.g.

identifying cyberbullying and using protective online

behaviours), psychoeducation (e.g. to understand the

impact of cyberbullying), collaboration with adults

(e.g. parents and educators supporting adolescents to

deal with cyberbullying, such as avoiding or respond-

ing to negative online interactions), and policy changes

(e.g. criminalising online cyberbullying behaviours).

A body of literature has investigated the effective-

ness of such prevention and/or intervention pro-

grammes for cyberbullying in adolescents, especially

among the general population (defined here as those

who have no diagnoses significantly impacting learn-

ing, communication, or behaviour). For instance, in

an umbrella review, Heyeres et al. (2021) identified

10 previous reviews on the topic of cyberbullying pre-

vention and intervention among adolescents. All 10

reviews explored the impact of school-based cyber-

bullying programmes on adolescents’ attitudes

towards, and involvement in, cyberbullying. Overall,

these programmes were found to have had a signifi-

cant effect on reducing cyberbullying incidences, as

quantified by Gaffney et al.’s (2019) meta-analysis

that showed cyberbullying programmes reduced vic-

timisation and perpetration rates by approximately

14% and 10–15%, respectively. Programmes that

also integrated parent education were identified as

being among the most effective (Gaffney et al., 2019;

Hutson et al., 2018).

A key gap in the cyberbullying management litera-

ture identified by Heyeres et al. (2021) was the lack

of research involving minority populations (e.g.

LGBTQþ youth). Additionally, one of the included

reviews (Hutson et al., 2018) highlighted the lack of

research exploring the implementation of

interventions in healthcare settings. Hutson et al.

(2018) described this as an important focus for future

research, given that healthcare providers are often

able to provide cyberbullying education to adoles-

cents, especially when those adolescents are experi-

encing secondary health and mental health symptoms

associated with cyberbullying victimisation. In sum-

mary, previous research has broadly shown the effect-

iveness of interventions for managing cyberbullying

among general adolescent populations, especially

when delivered within a school-based model.

Management of cyberbullying for adolescents

with neurodevelopmental disorders

Neurodevelopmental disorders (NDDs) are a group of

conditions that emerge during the early developmental

period (APA, 2016). While prevalence rates vary and

there are high comorbidities between disorders, the

most commonNDDs include developmental language

disorder ([DLD], 7%; Norbury et al., 2016), attention

deficit-hyperactivity disorder ([ADHD], 5–11%), aut-

ism spectrum disorder ([ASD], 0.70–3%), specific

learning disorders ([SLDs], 3–10%), and motor disor-

ders (0.76–17%; Franc�es et al., 2022). Among young

people with NDDs, rates of mental health problems—

including internalising (e.g. anxiety, depression) and

externalising behaviours (e.g. conduct problems)—are

significantly higher than among neurotypical peers

(Augustine et al., 2022). Adolescents with NDDs are

also at increased risk of cyberbullying, which may

exacerbate existing mental health conditions

(Beckman et al., 2020; Emerson et al., 2022). This

may be due to a range of factors; for instance, young

people who are Autistic or have DLD often exhibit

challenges with oral and/or social communication,

such as the use and understanding of vocabulary,

humour and sarcasm, and other hidden messages

(Durkin et al., 2010; Ellis Weismer et al., 2018).

These difficulties may lead to challenges expressing

themselves effectively in online interactions, as well as

misinterpretation of the behaviours of online commu-

nication partners. Similarly, this pattern has been

observed in young people with ADHD (Wehmeier

et al., 2010). Young people with NDDs may also have

difficulty controlling frustrations and impulsivity, lead-

ing to a higher likelihood of being drawn into online

negative interactions (Sciberras et al., 2012).

There is a well-established link between bullying

victimisation and depression in later life, school absen-

teeism, reduced academic achievement, and suicidal

behaviour (Islam et al., 2022). Furthermore, adoles-

cents with NDDs are at higher risk of both mental

health difficulties and cyberbullying (Beckman et al.,

2020). Therefore, it is important young people and

their support networks (e.g. teachers, health professio-

nals), can access programmes and resources that sup-

port them to manage cyberbullying. Such resources

must also be suitable and accessible to adolescents

with NDDs who often have diverse learning.
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While a large body of literature has examined cyber-

bullying management among the general population

(e.g. as described in the umbrella review by Heyeres

et al., 2021), little prior research has explored manage-

ment of cyberbullying among adolescents with NDDs.

Given the prevalence of NDDs, it is likely that adoles-

cents with NDDs took part in the aforementioned gen-

eral population research investigating the effectiveness

of cyberbullying education and intervention at the

school level (Heyeres et al., 2021). However, in gen-

eral, no information about students’ developmental

history was reported in the studies, making it difficult

to ascertain whether adolescents with NDDs partici-

pated in the research, and whether the programmes

were effective for these young people. Furthermore,

there has been limited reporting on whether adjust-

ments were made to the delivery of these preventative

education programmes to suit their learning needs and

whether their responses were different to those of neu-

rotypical participants in the classes.

To our knowledge, only one previous review (pub-

lished after Heyeres et al.’s 2021 umbrella review) has

explored issues relating to cyberbullying management

among adolescents with NDDs. Shelton et al. (2024)

focused on adolescents with a specific type of NDD,

language disorders. While they did not explicitly

examine cyberbullying management, they conducted

a scoping review on the topic of social media use and

intervention to support social media use. Of the 44

studies included in their review, most studies exam-

ined social media use, with only two studies focusing

on intervention. The authors highlighted the need for

further research to identify the effective components

of interventions (e.g. dosage and intensity, interven-

tion format, and targeted skills). Shelton et al. offered

important insights into social media skill development

for young people with language disorders.

Nonetheless, there remains a gap in the literature in

relation to the broader topic of cyberbullying man-

agement in adolescents with language disorders and

indeed other NDDs (e.g. ASD, ADHD, SLDs),

motivating the current scoping review.

Review aims and objectives

The objective of this scoping review was to examine

and map the range of evidence in relation to manage-

ment (i.e. prevention or intervention) of cyberbully-

ing among adolescents (aged 10–19years; WHO,

2023) with NDDs. We aimed to identify studies that

explored participants’ existing knowledge and use of

management strategies, as well as the experimental

implementation and evaluation of new programmes

designed to address cyberbullying. A preliminary

search of MEDLINE, the Cochrane Database of

Systematic Reviews, and JBI Evidence Synthesis was

conducted, and no current or previous systematic

reviews or scoping reviews on the topic were identi-

fied. A scoping review methodology was appropriate

in supporting our aim of broadly identifying the kind

of evidence available on the topic (Peters et al.,

2020). The research question guiding this scoping

review was: What is the extent and nature of the lit-

erature investigating strategies to manage (i.e. pre-

vent, educate, or intervene) cyberbullying for

adolescents with NDDs? A sub-question was: What

is the effectiveness of these strategies?

Method

The review followed the Joanna Briggs Institute (JBI)

scoping review methodology (Peters et al., 2020). This

included: 1) Identifying inclusion and exclusion criteria

in accordance with the characteristics of population,

concept, and context, 2) identifying types of evidence

sources and a search strategy, 3) screening and selec-

tion of relevant evidence, and 4) data extraction. The

findings are presented in a narrative summary in the

results section. The protocol was uploaded to the

PsyArXiv Preprints online repository on September

5th, 2022 (https://osf.io/preprints/psyarxiv/5qa29).

Given the iterative nature of scoping reviews, minor

changes to the original proposed methodology

occurred (detailed in Supplemental Materials).

Identifying inclusion and exclusion criteria

Eligibility criteria

Using the aspects of population, concept, and context

(Peters et al., 2020), we developed search terms and

eligibility criteria through discussions among the

research team. The full list of search terms can be

found in Supplementary Materials.

Population. We included studies if any of the partici-

pants were adolescents (10–19years old; WHO,

2023) and if any were reported to have any NDD,

defined according to the Diagnostic and Statistical

Manual of Mental Disorders 5th Edition (APA,

2016). Additionally, studies were included if the par-

ticipants were other stakeholders (e.g. parents, teach-

ers, health professionals) that were reporting on

adolescents with NDDs. NDDs included intellectual

disability and related disorders, ASD, ADHD, spe-

cific learning disorders, and communication disorders

(e.g. DLD). Studies were not required to report on

evidence for the adolescents’ diagnosis (e.g. standar-

dised assessment results) to be considered for inclu-

sion. We excluded studies that only included children

(i.e. those under the age of 10) or only adults (defined

here as being over the age of 19). Similarly, we

excluded studies that only included participants with

an acquired condition (e.g. language disorder associ-

ated with brain injury). Finally, studies with partici-

pants from any socioeconomic or cultural and

linguistic background were included. Due to project

resource limitations, only materials available in

English were included.
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Concept. The identified evidence needed to relate to

the concept of cyberbullying. This also included con-

sideration of evidence for related concepts, such as

online or digital safety, and social media capabilities.

Additionally, studies needed to report on programmes,

strategies, or resources for the prevention, education,

or intervention for the issue of cyberbullying. We

excluded studies that only reported on the prevalence

or impact of cyberbullying among adolescents with

NDDs. Studies were considered if they involved

exploration of existing management strategies, or the

implementation and evaluation of management strat-

egies that had not previously been used by the

participants.

Context. There were no exclusion criteria regarding

context; we considered evidence regarding the man-

agement of cyberbullying that had been implemented

by any person (e.g. teacher, peer, parent) in any con-

text (e.g. clinic, school, or home).

Identifying types of evidence sources and a

search strategy

In consultation with a health science librarian, we

developed an initial set of search terms based on our

knowledge of the existing literature. We conducted an

initial limited search of the ProQuest database (see

Supplemental Materials) in August 2022 to identify

preliminary articles. Text words contained in the titles

and abstracts of relevant articles, and index terms,

were used to develop a full search strategy for

ProQuest, PsychInfo, MEDLINE, Scopus, and

Google Scholar. The first author ran a full search of

these databases in September 2022, followed by an

updated search in February 2024 (see section below

for details). We set search limits to English language,

scholarly journal articles, theses and dissertations,

and sources published between 2012 and 2022 to

capture contemporary research on the topic.

Screening and selection of relevant evidence

We uploaded all identified citations into EndNote

(Version X9) to remove duplicates, then imported all

records into an Excel spreadsheet for screening (the

study selection process is reported in the PRISMA

diagram in Figure 1; Page et al., 2021). Two inde-

pendent reviewers conducted pilot screening of 25

randomly selected abstracts based on eligibility crite-

ria, with 96% agreement. The inclusion criteria were

reviewed, and the definition of interventions was clari-

fied. The two reviewers independently screened all

titles and abstracts, with a high degree of agreement

(96%). All discrepancies were discussed with a third

reviewer until consensus was reached. The two

Figure 1. Preferred reporting items for systematic review flowchart for study selection.
�At this point in the review, it was determined that books, book chapters, and review papers would be excluded.
��Some full texts were excluded for more than one reason.
Note. Reasons for exclusion were as follows: Reason 1) The evidence relates only to someone’s use of screen media or electronic use (e.g., television
watching, with no interaction with others). Reason 2) No description of prevention, education, promotion, or intervention pertaining to cyberbullying.
Reason 3) Study or evidence relates to internet or social media use with no focus on strategies or methods for learning those skills and preventing
harm. Reason 4) The study or evidence only relates to offline (‘traditional’) bullying or other non-digital issues. Reason 5) The study only reports on
internet use as the intervention (e.g. internet use as a means of improving social skills or inclusion). Reason 6) Age incorrect (participants are only chil-
dren [9 years old or younger] with no participants who fall within adolescent band [10–19 years] or participants are only adults [i.e., 20 years or older]).
Reason 7) There are no participants described as having an NDD.
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reviewers evaluated the full texts and had 81% agree-

ment. Disagreements were discussed and resolved

with a third reviewer. The reference lists of all

included studies were screened for additional poten-

tially relevant studies. Eight sources were identified,

yielding a total of 25 included studies. Prior to sub-

mission of the current manuscript, we ran an updated

search of all databases (February 2024) to identify if

any additional studies had been published in the

interim. The search procedure of the databases was

replicated (dates restricted to September 2022 to cur-

rent). A further four studies were identified, yielding

a total of 29 studies.

Data extraction

We developed a data extraction form, guided by

exemplars in the JBI manual (see Supplemental

Materials). The first author extracted data for all

sources, and a second author independently checked

the data extraction for 20% of sources, resulting in

minor changes to extracted data on sampling charac-

teristics and intervention methodologies for five

studies.

Result

Twenty-nine studies (seven theses and 22 peer-

reviewed journal articles) were included. Many origi-

nated from the US (n¼15), although eight other

countries were represented, including Australia, UK,

and Israel (see Tables I and II).

Participant characteristics

Approximately three-quarters of the included studies

(21 studies, 72%) included adolescents with NDDs

as the participants. The remaining eight studies

included a population other than the adolescent as

the participants (e.g. parents/caregivers, educators, or

service providers). Adolescents aged 10–19 years

were represented across all studies, with five also

including participants older than 19years of age. A

range of NDDs were represented, with the most com-

mon including ASD (n¼ 15), intellectual disability

(n¼5), (specific) learning disorder (n¼ 8), ADHD

(n¼8), and spoken communication impairment such

as language disorder (n¼ 8), noting that some studies

included more than one NDD diagnosis among the

participant group(s) (see Tables I and II for a full

summary).

Management of cyberbullying

Included studies explored the management of cyber-

bullying in two ways: a) An exploration of strategies

currently (or previously) used to manage cyberbully-

ing (19 studies; see Table I), or b) the implementation

and evaluation of a programme with participants to

address cyberbullying or related issues (10 studies;

see Table II). Often the included studies had several

aims (e.g. they also examined the prevalence or

impact of cyberbullying); we report only on the study

findings that were relevant to the aims of our scoping

review.

Existing strategies used to manage cyberbullying

Across 19 studies, participants reported current or

past strategies used to manage cyberbullying. All of

these studies had a cross-sectional research design,

with 10 being qualitative in nature, seven quantita-

tive, and two mixed methods. There was variety in

terms of who participated and shared perspectives

(e.g. adolescents, teachers, speech-language patholo-

gists [SLPs]).

The perspectives of adolescents. Nine studies explored

only the perspectives of adolescents with NDDs.

Adolescents in Bannon et al. (2015), who were

Autistic and/or had ‘learning difficulties’, reported

they tried to prevent cyberbullying by being aware of

information that should not be shared online (e.g.

residential address, telephone number). Rocheleau

and Chiasson (2022) identified similar attitudes and

protective behaviours around online safety among

Autistic and non-Autistic adolescents, with common

strategies including managing who can access online

profiles and negotiating consent for what friends can

post about them. Notably, Autistic participants

reported receiving support and education on how to

manage online risks from family members, teachers,

friends, and healthcare providers (e.g. SLPs), and

many of these young people reported concerns about

the education they received. For instance, they dis-

liked the restrictive, “checklist-like” list of online

behaviours to avoid, as well as the “overly repetitive

and boring” (Rocheleau & Chiasson, 2022, p. 18)

curriculum offered at school on cyberbullying.

Heiman and Olenik-Shemesh (2015) identified

that students with learning disabilities attending gen-

eral education classes more often used ‘cyber-attack’

strategies in response to cyberbullying and tended not

to disclose the incident (compared to students with

learning disabilities in special education classes and

to typically developing students). While participants

reported on the impact of cyberbullying on their

socio-emotional and/or physical wellbeing (e.g. anx-

iety, loss of appetite), there was no objective evalu-

ation regarding the effectiveness of cyberbullying

management strategies (Heiman & Olenik-Shemesh,

2015).

Ko (2014) identified the importance of peers in

managing cyberbullying, with their participants

(Autistic adolescents) highlighting the importance of

peer support in alleviating negative feelings associated

with being cyberbullied and that peers deterred insti-

gators from cyberbullying others, especially in online

gaming communities. Parental supervision was dis-

cussed in several studies, with some adolescents

reporting supervision to be useful (e.g. asking for

Scoping review of cyberbullying 5
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a
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p
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p
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h
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.
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v
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b
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b
ra
ri
a
n
s)

A
S
D

C
u
rr
en

tl
y
o
ff
er
in
g
ed

u
ca
ti
o
n
o
n
th
is
to
p
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ra
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w
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h
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s
co

m
e
to

a
id

w
h
en

cy
b
er
b
u
ll
y
in
g
o
cc
u
rs
.

R
o
ch

el
ea
u
a
n
d
C
h
ia
ss
o
n

(2
0
2
2
),

C
a
n
a
d
a

Q
u
a
li
ta
ti
v
e

A
d
o
le
sc
en

ts
A
S
D

A
d
o
le
sc
en

ts
w
it
h
A
S
D

se
em

ed
m
o
re

o
p
p
o
se
d
to

o
n
li
n
e
ri
sk

ta
k
in
g
th
a
n

th
o
se

w
it
h
o
u
t
A
S
D
.
B
o
th

g
ro
u
p
s
u
se
d
a
ra
n
g
e
o
f
si
m
il
a
r
st
ra
te
g
ie
s
to

m
it
ig
a
te

o
n
li
n
e
ri
sk
s
(e
.g
.
m
a
n
a
g
in
g
a
cc
es
s
to

o
n
li
n
e
p
ro
fi
le
s,

n
eg
o
ti
a
ti
n
g

co
n
se
n
t,
a
n
d
b
ei
n
g
ca
re
fu
l
a
b
o
u
t
w
h
o
to

tr
u
st

o
n
li
n
e)
.

S
h
el
to
n
et

a
l.
(2
0
2
3
),

A
u
st
ra
li
a

M
ix
ed

m
et
h
o
d
s

(q
u
a
n
ti
ta
ti
ve
:
(C

ro
ss
-

se
ct
io
n
a
l)

S
er
v
ic
e
p
ro
v
id
er
s
(S
L
P
s)

L
a
n
g
u
a
g
e
d
is
o
rd
er
s

5
0
%

ra
re
ly
/n
ev
er

a
sk

a
d
o
le
sc
en

ts
a
n
d
/o
r
th
ei
r
p
a
re
n
ts
/c
a
re
rs

a
b
o
u
t
th
e

a
d
o
le
sc
en

t’
s
u
se

o
f
so
ci
a
l
m
ed

ia
,
7
3
%

ra
re
ly
/n
ev
er

ta
rg
et

so
ci
a
l
m
ed

ia
u
se

in
in
te
rv
en

ti
o
n
,
a
n
d
5
%

a
g
re
ed

w
it
h
th
e
st
a
te
m
en

t
th
a
t
a
d
o
le
sc
en

ts
o
f
in
te
re
st

re
ce
iv
e
a
d
eq

u
a
te

S
L
P
su
p
p
o
rt

fo
r
so
ci
a
l
m
ed

ia
u
se
.
S
o
m
e
S
L
P
s
u
se

cl
ie
n
t-

ce
n
tr
ed

p
ra
ct
ic
es

to
a
ss
es
s
a
n
d
p
ro
v
id
e
su
p
p
o
rt

fo
r
so
ci
a
l
m
ed

ia
a
m
o
n
g

a
d
o
le
sc
en

ts
,
tr
a
n
sf
er
ri
n
g
k
n
o
w
le
d
g
e
o
f
su
p
p
o
rt

th
ey

p
ro
v
id
e
in

o
ff
li
n
e

co
n
te
x
ts

to
o
n
li
n
e.

A
ra
n
g
e
o
f
cl
ie
n
t/
fa
m
il
y,

S
L
P
,
a
n
d
so
ci
et
a
l
fa
ct
o
rs

im
p
a
ct

p
ra
ct
ic
es

fo
r
su
p
p
o
rt
in
g
so
ci
a
l
m
ed

ia
.

W
ri
g
h
t
(2
0
1
7
),

U
S
A

Q
u
a
n
ti
ta
ti
ve

(c
ro
ss
-

se
ct
io
n
a
l)
�

A
d
o
le
sc
en

ts
A
S
D

S
ig
n
if
ic
a
n
t
n
eg
a
ti
ve

co
rr
el
a
ti
o
n
b
et
w
ee
n
p
er
ce
iv
ed

le
ve
ls
o
f
p
a
re
n
ta
l

m
ed

ia
ti
o
n
o
f
te
ch

n
o
lo
g
y
a
n
d
cy
b
er
v
ic
ti
m
is
a
ti
o
n
ra
te
s
(p

<
.0
0
1
).

H
ig
h

le
ve
ls
o
f
p
er
ce
iv
ed

p
a
re
n
ta
l
m
ed

ia
ti
o
n
o
f
te
ch

n
o
lo
g
y
u
se

w
er
e
si
g
n
if
ic
a
n
tl
y

a
ss
o
ci
a
te
d
w
it
h
a
w
ea
k
er

re
la
ti
o
n
sh
ip

b
et
w
ee
n
cy
b
er
b
u
ll
y
in
g
a
n
d
d
ep

re
ss
io
n

a
m
o
n
g
a
d
o
le
sc
en

ts
(p

<
.0
0
1
).

W
ri
g
h
t
(2
0
1
8
),

U
S
A

Q
u
a
n
ti
ta
ti
ve

(c
ro
ss
-

se
ct
io
n
a
l)
�

A
d
o
le
sc
en

ts
A
S
D

S
ig
n
if
ic
a
n
t
n
eg
a
ti
ve

a
ss
o
ci
a
ti
o
n
b
et
w
ee
n
cy
b
er
v
ic
ti
m
is
a
ti
o
n
a
n
d
p
a
re
n
ta
l

m
ed

ia
ti
o
n
o
f
te
ch

n
o
lo
g
y
u
se

(p
<

.0
0
1
)
a
n
d
b
et
w
ee
n
cy
b
er
v
ic
ti
m
is
a
ti
o
n
a
n
d

p
er
ce
iv
ed

so
ci
a
l
su
p
p
o
rt

fr
o
m

p
a
re
n
ts

(p
<

.0
0
1
).

N
ot
e.

A
D
D

¼
a
tt
en

ti
o
n
d
ef
ic
it
d
is
o
rd
er
;
A
D
H
D

¼
a
tt
en

ti
o
n
d
ef
ic
it
h
y
p
er
a
ct
iv
it
y
d
is
o
rd
er
;
A
S
D

¼
a
u
ti
sm

sp
ec
tr
u
m

d
is
o
rd
er
;
L
D

¼
le
a
rn
in
g
d
is
a
b
il
it
y
;
N
D
D

¼
n
eu

ro
d
ev
el
o
p
m
en

ta
l
d
is
o
rd
er
;
S
E
N

¼
sp
ec
ia
l

ed
u
ca
ti
o
n
a
l
n
ee
d
s;

S
L
P
s
¼
sp
ee
ch

-l
a
n
g
u
a
g
e
p
a
th
o
lo
g
is
ts
.

� E
ff
ec
ti
ve
n
es
s
o
f
st
ra
te
g
ie
s
o
n
cy
b
er
b
u
ll
y
in
g
w
a
s
ev
a
lu
a
te
d
q
u
a
n
ti
ta
ti
ve
ly

in
th
es
e
st
u
d
ie
s.

a
“
O
th
er
”
in
cl
u
d
es

d
ia
g
n
o
se
s
th
a
t
a
re

n
o
t
N
D
D
s
(e
.
so
ci
a
l,
em

o
ti
o
n
a
l,
b
eh

av
io
u
ra
l
d
is
o
rd
er
s)
.

b
R
ep

o
rt
ed

o
n
a
d
o
le
sc
en

ts
’
st
a
n
d
a
rd
is
ed

te
st
in
g
in

th
e
M

et
h
o
d
o
lo
g
y.
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T
a
b
le

II
.
S
u
m
m
a
ry

o
f
st
u
d
ie
s
ex
p
lo
ri
n
g
im

p
le
m
en

ta
ti
o
n
a
n
d
ev
a
lu
a
ti
o
n
o
f
p
ro
g
ra
m
m
es

ta
rg
et
in
g
cy
b
er
b
u
ll
y
in
g
.

P
ro
je
ct

S
tu
d
y
d
es
ig
n

P
a
rt
ic
ip
a
n
t
g
ro
u
p
(s
)a

D
ia
g
n
o
si
s/
es

M
o
d
el

o
f

p
ro
g
ra
m
m
e

S
u
m
m
a
ry

o
f
m
o
st

co
m
m
o
n
st
ra
te
g
ie
s
/
fi
n
d
in
g
s

A
g
g
a
n
is

(2
0
1
8
),

U
S
A

Q
u
a
n
ti
ta
ti
ve

(l
o
n
g
it
u
d
in
a
l;
m
u
lt
ip
le

b
a
se
li
n
e
d
es
ig
n
)

A
d
o
le
sc
en

ts
a

A
S
D

S
m
a
ll
g
ro
u
p

S
ig
n
if
ic
a
n
t
in
cr
ea
se
s
in

so
ci
a
l
m
ed

ia
sa
fe
ty

sk
il
ls
fo
r
a
ll
p
a
rt
ic
ip
a
n
ts

w
it
h
a

la
rg
e
ef
fe
ct

si
ze

a
g
g
re
g
a
te
d
a
cr
o
ss

lu
re
s
(w

ei
g
h
te
d
av
er
a
g
e
T
a
u
U
¼
0
.0
7
).

M
a
in
te
n
a
n
ce

o
f
sk
il
l
se
t
a
n
d
sp
o
n
ta
n
eo

u
s
g
en

er
sa
li
sa
ti
o
n
b
y
a
ll
p
a
rt
ic
ip
a
n
ts

fo
r
so
m
e
lu
re
s
(7
,
1
4
,
2
1
d
ay
s
a
ft
er

tr
a
in
in
g
re
m
o
ve
d
).

B
ri
n
o
et

a
l.

(2
0
2
2
),

U
S
A

Q
u
a
n
ti
ta
ti
ve

(l
o
n
g
it
u
d
in
a
l;
p
re
-p
o
st

w
it
h
in
-g
ro
u
p
s
d
es
ig
n
)

A
d
o
le
sc
en

ts
A
D
H
D

(a
n
d
o
th
er

c
)

C
o
m
b
in
ed

S
ig
n
if
ic
a
n
t
re
d
u
ct
io
n
in

se
ve
ri
ty

o
f
p
ro
b
le
m
a
ti
c
in
te
rn
et

u
se

w
it
h
a
la
rg
e

ef
fe
ct

si
ze

(C
o
h
en

’s
d
¼
2
.3
).

S
ig
n
if
ic
a
n
t
d
ec
re
a
se

in
d
ep

re
ss
io
n
a
n
d
/o
r

a
n
x
ie
ty

sy
m
p
to
m
s
w
it
h
a
la
rg
e
ef
fe
ct

si
ze

(C
o
h
en

’s
d
¼
1
.6
).

3
.
S
ig
n
if
ic
a
n
t

re
d
u
ct
io
n
in

sc
re
en

ti
m
e
w
it
h
a
la
rg
e
ef
fe
ct

si
ze

(C
o
h
en

’s
d
¼
1
.9
).

H
ig
h

a
tt
en

d
a
n
ce

ra
te
s
(8
9
–
1
0
0
%
)
re
p
o
rt
ed

fo
r
se
ss
io
n
s.

E
sp
el
a
g
e
et

a
l.

(2
0
1
5
),

U
S
A

Q
u
a
n
ti
ta
ti
ve

(l
o
n
g
it
u
d
in
a
l;

ra
n
d
o
m
is
ed

co
n
tr
o
ll
ed

tr
ia
l)

A
d
o
le
sc
en

ts
b

R
a
n
g
e
o
f
N
D
D
s
(I
D
,

L
D
,
la
n
g
u
a
g
e
d
is
o
rd
er
)

S
ch

o
o
l

S
ig
n
if
ic
a
n
t
re
d
u
ct
io
n
in

b
u
ll
y
in
g
p
er
p
et
ra
ti
o
n
a
cr
o
ss

th
e
fo
u
r
ti
m
e
p
o
in
ts

(s
m
a
ll
ef
fe
ct

si
ze
,
C
o
h
en

’s
d
¼
−
0
.2
0
).

N
o
n
-s
ig
n
if
ic
a
n
t
ef
fe
ct

fo
r
b
u
ll
y
in
g

v
ic
ti
m
is
a
ti
o
n
.
N
o
n
-s
ig
n
if
ic
a
n
t
ef
fe
ct

fo
r
p
h
y
si
ca
l
a
g
g
re
ss
io
n
.

G
ra
ce

et
a
l.
(2
0
2
3
),

A
u
st
ra
li
a

M
ix
ed

m
et
h
o
d
s

(l
o
n
g
it
u
d
in
a
l;
p
re
-p
o
st

d
es
ig
n
)

A
d
o
le
sc
en

ts
C
o
m
m
u
n
ic
a
ti
o
n

im
p
a
ir
m
en

t
C
o
m
b
in
ed

S
ig
n
if
ic
a
n
t
in
cr
ea
se
s
in

p
er
fo
rm

a
n
ce

(p
<

.0
0
1
)
a
n
d
sa
ti
sf
a
ct
io
n
w
it
h

p
er
fo
rm

a
n
ce

(p
<

.0
3
2
;
ef
fe
ct

si
ze
s
n
o
t
re
p
o
rt
ed

)
o
n
th
e
C
O
P
M

.
A
ll

p
a
rt
ic
ip
a
n
ts

m
et

ex
p
ec
te
d
le
ve
l
o
f
g
o
a
l
a
ch

ie
ve
m
en

t
o
n
a
t
le
a
st

1
o
f
3

in
te
rv
en

ti
o
n
g
o
a
ls
o
n
th
e
G
A
S
.

A
ll
p
a
rt
ic
ip
a
n
t
g
ro
u
p
s
p
er
ce
iv
ed

th
a
t
th
e
in
te
rv
en

ti
o
n
fa
ci
li
ta
te
d
p
ro
g
re
ss

to
w
a
rd
s
g
o
a
ls
fo
r
so
ci
a
l
m
ed

ia
u
se
.

O
le
n
ik
-S
h
em

es
h

et
a
l.
(2
0
1
8
),

Is
ra
el

Q
u
a
n
ti
ta
ti
ve

(l
o
n
g
it
u
d
in
a
l;
p
re
-p
o
st

b
et
w
ee
n
-g
ro
u
p
s

d
es
ig
n
)

T
ea
ch

er
sb

A
D
H
D

S
ch

o
o
l

S
ig
n
if
ic
a
n
t
im

p
ro
ve
m
en

ts
in

k
n
o
w
le
d
g
e
o
f
cy
b
er
b
u
ll
y
in
g
p
o
st
-i
n
te
rv
en

ti
o
n
(p

<
.0
5
)
a
n
d
se
n
se

o
f
se
lf
-e
ff
ic
a
cy

co
p
in
g
w
it
h
cy
b
er
b
u
ll
y
in
g
(p

<
.0
5
)

co
m
p
a
re
d
to

p
re
-i
n
te
rv
en

ti
o
n
fo
r
G
ro
u
p
1
(e
ff
ec
t
si
ze
s
n
o
t
re
p
o
rt
ed

).
N
o
n
-

si
g
n
if
ic
a
n
t
ch

a
n
g
es

in
k
n
o
w
le
d
g
e
b
et
w
ee
n
th
e
th
re
e
g
ro
u
p
s
fr
o
m

p
re
-
to

p
o
st
-i
n
te
rv
en

ti
o
n
(p

¼
.1
1
).

S
ig
n
if
ic
a
n
tl
y
g
re
a
te
r
im

p
ro
ve
m
en

ts
in

se
n
se

o
f

ef
fi
ca
cy

in
G
ro
u
p
1
a
n
d
G
ro
u
p
2
co

m
p
a
re
d
to

G
ro
u
p
3
(p

<
.0
5
).

O
su
n
a
et

a
l.

(2
0
2
4
),

U
S
A

Q
u
a
n
ti
ta
ti
ve

(l
o
n
g
it
u
d
in
a
l;

ra
n
d
o
m
is
ed

co
n
tr
o
ll
ed

tr
ia
l)

A
d
o
le
sc
en

ts
a

A
S
D

S
m
a
ll
g
ro
u
p

1
0
0
%

a
d
h
er
en

ce
to

tr
ea
tm

en
t
fi
d
el
it
y
ch

ec
k
li
st
s.

H
ig
h
le
ve
l
o
f
a
g
re
em

en
t

re
g
a
rd
in
g
sa
ti
sf
a
ct
io
n
w
it
h
tr
ea
tm

en
t.
P
ee
r
m
en

to
rs

re
p
o
rt
ed

en
jo
y
m
en

t
a
n
d

p
er
ce
iv
ed

b
en

ef
it
s
fo
r
p
a
rt
ic
ip
a
n
ts
.
C
o
m
b
in
ed

“
U
ti
li
ty
”
a
n
d
“
A
n
x
ie
ty
”

d
if
fe
re
n
ce

sc
o
re
s
w
er
e
n
o
n
-s
ig
n
if
ic
a
n
t
b
et
w
ee
n
th
e
ex
p
er
im

en
ta
l
a
n
d
co

n
tr
o
l

co
n
d
it
io
n
s.

5
6
%

o
f
ex
p
er
im

en
ta
l
p
a
rt
ic
ip
a
n
ts

h
a
d
h
ig
h
er

F
a
ce
b
o
o
k

en
g
a
g
em

en
t
a
ft
er

in
te
rv
en

ti
o
n
(a
s
ra
te
d
b
y
A
u
ti
st
ic

a
n
d
n
o
n
-A

u
ti
st
ic

p
ee
rs
)

co
m
p
a
re
d
to

co
n
tr
o
l
g
ro
u
p
(p

¼
.0
3
).

S
ig
n
if
ic
a
n
t
re
d
u
ct
io
n
in

g
o
a
l
d
if
fi
cu

lt
y

fr
o
m

p
re
-t
o
p
o
st
-i
n
te
rv
en

ti
o
n
(p

¼
.0
3
).

R
a
g
h
av
en

d
ra

et
a
l.

(2
0
1
5
),

A
u
st
ra
li
a

M
ix
ed

m
et
h
o
d
s

(l
o
n
g
it
u
d
in
a
l;
p
re
-p
o
st

w
it
h
in
-g
ro
u
p
s
d
es
ig
n
)

A
d
o
le
sc
en

ts
b

R
a
n
g
e
o
f
N
D
D
s
(I
D
,

A
S
D
,
G
D
D
)

In
d
iv
id
u
a
l

S
ig
n
if
ic
a
n
t
in
cr
ea
se
s
in

o
n
li
n
e
p
er
fo
rm

a
n
ce

(p
<

.0
1
)
a
n
d
sa
ti
sf
a
ct
io
n
w
it
h

p
er
fo
rm

a
n
ce

(p
<

.0
1
;
ef
fe
ct

si
ze
s
n
o
t
re
p
o
rt
ed

)
o
n
th
e
C
O
P
M

.
S
ix

o
f
ei
g
h
t

p
a
rt
ic
ip
a
n
ts

a
tt
a
in
ed

th
ei
r
g
o
a
ls
a
s
ex
p
ec
te
d
(G

A
S
).

S
ig
n
if
ic
a
n
t
in
cr
ea
se

in
n
u
m
b
er

o
f
p
a
rt
ic
ip
a
n
ts
’
o
n
li
n
e
co

m
m
u
n
ic
a
ti
o
n
p
a
rt
n
er
s
(p

<
.0
1
).

R
a
g
h
av
en

d
ra

et
a
l.

(2
0
1
8
),

A
u
st
ra
li
a

M
ix
ed

m
et
h
o
d
s

(l
o
n
g
it
u
d
in
a
l;
p
re
-p
o
st

w
it
h
in
-g
ro
u
p
s
d
es
ig
n
)

A
d
o
le
sc
en

ts
b

R
a
n
g
e
o
f
N
D
D
s
(I
D
,

L
D
,
o
th
er

c
)

In
d
iv
id
u
a
l

S
ig
n
if
ic
a
n
t
in
cr
ea
se

in
p
er
fo
rm

a
n
ce

(p
<

.0
0
1
)
a
n
d
sa
ti
sf
a
ct
io
n
w
it
h

p
er
fo
rm

a
n
ce

(p
<

.0
0
1
)
w
it
h
la
rg
e
ef
fe
ct

si
ze
s
(d

¼
2
.3
2
a
n
d
2
.6
6
)
(C

O
P
M
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their parents’ help to change their passwords; Bannon

et al., 2015). In contrast, the study by Bannon et al.

(2015) highlighted that some adolescents avoided

being supervised online by parents. Adolescents with

intellectual disability also reported on this “dilemma

of support” (Borgstr€om, 2023, p. 15), where they

wanted to seek support regarding negative online

experiences but feared being punished by parents.

In three of the eight studies, researchers objectively

evaluated the effectiveness of adolescents’ perceived

parental support for managing cyberbullying. In

Dawson et al. (2022), adolescents with ADHD (aged

13–16) reported that their parents use a range of

methods for monitoring their online activities via a

standardised measure and parental knowledge of

online behaviours was associated with a reduction in

online risk-taking behaviour among the adolescents.

Similarly, Wright (2017) found that high levels of par-

ental mediation of technology were associated with a

weaker relationship between cyberbullying and

depression (but not loneliness or anxiety) among

Autistic adolescents. Wright (2018) also identified

that cyberbullying among Autistic adolescents was

negatively associated with perceived social support

and parental mediation of technology use.

Macmillan et al. (2022) also explored Autistic ado-

lescents’ perceptions of parental monitoring using

qualitative methods. They found that the adolescents

reported that their parents monitored their social

media accounts and, at times, restricted online

access. Additionally, these Autistic adolescents high-

lighted their knowledge and used of a range of other

strategies, such as avoiding or limiting online contact

with unfamiliar people and checking for ‘visual clues’

of online harm. These adolescents also highlighted

the need for more contemporary training at school

for cybersafety and support with blocking unwanted

online interactions.

The perspectives of parents. One study explored only

the perspectives of parents. Cavallini (2022) included

parents of adolescents with and without special edu-

cational needs ([SEN]; e.g. Autism, ADHD), who

reported on their concerns with and mediation of,

their child’s online activities. Two main types of par-

ental mediation were identified: The use of controls

(or ‘active mediation’) and co-use of the internet. No

significant differences were found between SEN and

non-SEN parental groups regarding the frequency of

use of either type of parental mediation (Cavallini,

2022).

The perspectives of professionals. Four studies explored

only the perspectives of professionals, including edu-

cators, librarians, and service providers. Bridgewater

(2022) identified that teachers use a range of strat-

egies to manage cyberbullying among Autistic and

non-Autistic students, including building relation-

ships with students and families, social skills training,T
a
b
le
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modelling, building a school vision for addressing

bullying, and targeting social-emotional learning.

There were mixed findings regarding teachers’ confi-

dence levels to work with cyberbullying victims and

perpetrators (Bridgewater, 2022). Similarly, G�omez-

Puerta and Chiner (2020) identified that teachers felt

underprepared and/or not sufficiently trained to man-

age online risks among students with intellectual dis-

ability. However, teachers did use a range of strategies

(e.g. discussing the risks of dating strangers online

and identifying inappropriate websites). Special edu-

cation teachers tended to implement strategies more

frequently than other teachers (G�omez-Puerta &

Chiner, 2020).

Phillips and Anderson (2020) interviewed seven

public librarians, who reported that they tend not to

offer online safety education for Autistic youth des-

pite feeling a responsibility to do so. These librarians

highlighted that inclusive programming is important

(i.e. that online safety education programming for

Autistic youth would also benefit neurotypical youth).

Cook et al. (2017) explored the perspectives of ser-

vice providers (including mental and allied health

professionals and educators). The most used strat-

egies among these professionals to address cyber bul-

lying included providing support and performing an

action in response to bullying (e.g. reporting). These

strategies were perceived as more effective than ignor-

ing the incidents or providing education. Service pro-

viders were more likely to act and use education when

the individuals they worked with experienced cyber-

bullying more frequently (Cook et al., 2017).

Sixty-one SLPs shared their opinions in a study by

Shelton et al. (2023) on how they support adolescents

(aged 12–14 years) with communication disabilities

to use social media. SLPs “rarely/never” asked ado-

lescents or their parents/carers about their use of

social media (50% and 63%, respectively), and 73%

rarely/never targeted goals relating to social media

use in intervention. Those SLPs who did assess and

provide support for social media use reported that

they used interviews as an assessment tool, and they

targeted goals around the use and potential impact of

social media, as well as content and conventions for

social media use. A range of client/family, SLP, and

societal factors impacted practices for supporting

social media and recommendations were made for

developing speech-language pathology practice

guidelines (Shelton et al., 2023).

The perspectives of adolescents and adults. Two studies

explored the perspectives of both adolescents and

parents. Robertson (2013) reported that Autistic ado-

lescents tended to use a defensive strategy to combat

cyberbullying (i.e. avoid/ignore or leave the situation).

However, these adolescents acknowledged this strat-

egy can be difficult to implement in ‘fast-moving’

online communication situations. Robertson (2013)

also found that parental monitoring (e.g. regularly

checking their child’s devices) discouraged cyberbul-

lying threats. In contrast, Robertson (2013) found

that “social-cultural barriers hindered reporting bul-

lying to authorities” (p. 132), with adolescents some-

times being faced with unhelpful attitudes from

authorities when reporting cyberbullying, resulting in

no meaningful action. Carrington et al. (2017) inter-

viewed Autistic adolescents and their parents to

explore recommendations for how to address cyber-

bullying. Recommendations to schools included the

importance of enforcing preventative (e.g. increase

communication between students, parents, and

authorities) and intervention measures (e.g. schools

need anti-bullying policies and greater responsivity to

the issue). Furthermore, the participants identified

recommendations to government for prevention and

intervention (e.g. revising cyberbullying legislation

and consequences of perpetration; Carrington et al.,

2017).

Guckert (2013) worked with students with a range

of NDDs and their teachers and identified that certain

conditions facilitated cyberbullying in inclusive set-

tings among students with and without NDDs. Key

factors (e.g. school/peer culture, adolescents’ prior

cyberbullying involvement) were found to influence

perceptions and actions of bystanders, who reacted in

a range of ways (e.g. as ‘active interveners’, witnesses,

or bystander perpetrators; Guckert, 2013).

Bowen (2023) explored perspectives of Autistic

11–14-year-olds and their parents and teachers and

found a high degree of consistency between adoles-

cents and teachers regarding procedures for reporting

cyberbullying, with help-seeking considered the most

effective. However, adolescents reported scepticism

about how their parents might respond. Other strat-

egies included avoidance, the importance of a trusted

adult, and positive peer relationships (Bowen, 2023).

Implementation and evaluation of programmes to

address cyberbullying

Ten of the 29 studies involved implementing and

evaluating the effectiveness of a programme for man-

aging cyberbullying among adolescents with NDDs

(see Table II). The study design for all 10 studies was

longitudinal in nature: Nine used quantitative meth-

ods (one multiple baseline, three pre-post between

groups, three pre-post within groups, and two rando-

mised controlled trials), with the final study using a

mixed methods approach. Four of the studies

explored programming in a classroom or whole-

school model, two were individualised, two were in a

small group model, and two took a combined

approach. The length and number of programme ses-

sions differed across studies, ranging from a one-off 4

hour teacher training workshop (Olenik-Shemesh

et al., 2018) through to 13–15 sessions (delivered in

one 50 minute session per week or two 5 minute ses-

sions per week) in each year across a three year period

10 E. Jackson et al.



(Espelage et al., 2015; see Table S2 for a full

summary).

Classroom or school-based programmes. Touloupis and

Athanasiades (2022) investigated the effects of a

school-based intervention for 11–12-year-olds with

and without SEN (including SLD, ASD, and

ADHD). The experimental group received the

Threat Assessment of Bullying Behaviour in Youth

intervention. The programme (delivered over 4 hours

in the classroom by trained general and special educa-

tors) was supplemented with audiovisual and experi-

ential activities targeting self-esteem. Rates of

cyberbullying involvement (as victims and perpetra-

tors) had significantly reduced post-intervention and

at two week and six month follow-ups. Students with

SEN benefitted more from the intervention com-

pared to those without SEN and students with ASD

and ADHD (compared to SLDs) demonstrated a

relatively greater benefit. Self-esteem negatively pre-

dicted engagement in cyberbullying (Touloupis &

Athanasiades, 2022).

Sullivan et al. (2017) evaluated the efficacy of a

combined intervention approach: The school-level

Olweus bullying prevention program ([OBPP];

Olweus & Limber, 2007) and classroom-based univer-

sal violence prevention approach: The second step:

Student success through prevention program

(Children, 2008). This was in comparison to the

OBPP approach alone. Students (aged 11–15-years-

old) from 14 classrooms were randomly allocated to

an intervention condition. There were no significant

main effects for the combined intervention condition

on measures such as aggression and bullying.

However, there were gender-moderated effects

whereby boys who received the combined intervention

(compared to OBPP alone) had greater decreases in

bullying behaviours. Notably, while the interventions

were described as having cyberbullying components,

the outcome measure related to bullying in general, so

the impact of the intervention on cyberbullying specif-

ically was not clear.

Espelage et al. (2015) investigated the effectiveness

of a social-emotional learning programme (the

second step curriculum) on bullying (including

cyberbullying) with 11–12-year-olds with a range of

NDDs in comparison to the stories of us programme

(control). The intervention was conducted over a 3

year period and significant improvements were

observed in the intervention condition compared to

the control condition for bullying perpetration. As

with Sullivan et al. (2017), the outcome measures of

bullying were not specific to online cyberbullying.

Olenik-Shemesh et al. (2018) developed and eval-

uated an intervention that aimed to build teachers’

knowledge, perceptions, and self-efficacy for manag-

ing cyberbullying in schools. Fifty-nine middle school

teachers, whose classes included students with

ADHD, were allocated to three groups. Group 1

(experimental) attended the intervention training

programme, group 2 (control group 1) had attended

previous training on cyberbullying, and group 3 (con-

trol group 2) had never received training. The inter-

vention involved teachers attending a 4 hour

workshop covering cyberbullying and awareness rais-

ing. There were non-significant changes in teacher

knowledge about cyberbullying in response to the

intervention, however, teachers in groups 1 and 2

showed significantly greater improvements in sense of

efficacy compared to group 3 (Olenik-Shemesh et al.,

2018).

Small group programmes. Agganis (2018) delivered

and evaluated a social media safety skills intervention

to a small group of Autistic young adults, covering

skills like blocking, declining, and reporting threats

when using Facebook via presentations and role

plays. Outcome measures, administered at baseline,

generalisation, spontaneous generalisation, and fol-

low-up time points, included researchers observing

the young adults engage in online activities and rating

their behaviours (replying and reporting). There were

significant increases in social media safety skills for all

participants and maintenance and generalisation of

skills (Agganis, 2018).

Osuna et al. (2024) evaluated the feasibility,

acceptability, and preliminary effectiveness of the

socialisation, education, and learning for the internet

(SELFI) programme with Autistic adolescents and

adults. The programme involved online group ses-

sions and covered skills such as creating online pro-

files, disagreeing with others online and responding

flexibly depending on the relationship with the online

communication partner/s. Peer mentors were avail-

able for personal support in the group sessions.

Participants reported a high level of agreement

regarding satisfaction with treatment. Additionally,

most participants in the experimental group had

higher Facebook engagement (as rated by Autistic

and non-Autistic peers), and there was a significant

reduction in perceived goal difficulty around safe and

effective use of the internet (Osuna et al., 2024).

Individualised programmes. Raghavendra et al. (2015)

provided an intervention targeting online social media

skills with eight adolescents (11–18-year-olds) who

had communication disabilities associated with intel-

lectual disability, ASD, or global developmental delay.

Following individual goal setting, the intervention

(delivered in-home) included developing tailored

guidelines for cybersafety, providing equipment, and

communication supports (e.g. building word banks

and messaging templates). Post-intervention inter-

views with adolescents and parents highlighted shared

perceptions of improvements in communication style

and frequency, social connectedness, intelligibility,

and literacy. Adolescents also increased the number

of online communication partners pre- to post-
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intervention (Raghavendra et al., 2015).

Raghavendra et al. (2018) delivered a similar inter-

vention as in Raghavendra et al. (2015), with nine

14–19-year-olds with a range of NDD diagnoses

(including intellectual disability, ASD, and learning

disorders). A significant increase was observed post-

intervention on the individual areas of social media

that were identified as problematic. There was also a

significant increase in the number of online commu-

nication partners. Interview data identified that the

adolescents improved their social participation and

independence, as well as literacy skills (Raghavendra

et al., 2018).

Combined approach

Individualised and small group. Grace et al. (2023)

explored the effectiveness of an online mentoring pro-

gramme on alternative and augmentative communica-

tion (AAC) users’ (13–18-year-olds) social media

skills. Two adult mentors (experienced AAC users)

delivered the intervention individually across 16weeks

via email and social media, which was supplemented

by four structured group conversations online. There

were significant increases in both performance and

satisfaction with performance and all participants met

their expected level of goal achievement on at least

one of three intervention goals. Additionally, the AAC

user participants and their parents perceived that the

intervention facilitated progress towards goals for

social media use.

Individualised, adolescent-family, and small group.

Brino et al. (2022) evaluated the impact of a social

media hygiene intervention on social media use and

mental health symptoms for adolescents (12–19-year-

olds) with problematic internet use receiving out-

patient mental health treatment. Associated co-occur-

ring conditions among the adolescents included

ADHD. The intervention was administered by a

healthcare provider at the outpatient facility via tele-

health and involved five 1 hour sessions per week

(one adolescent-family session, three peer group ses-

sions, and one individual session). Broadly, the inter-

vention included discussions based on topics such as

consequences of problematic internet use, strategies

to limit screen time as a family, and risky versus safe

applications. There was a significant reduction in the

severity of problematic internet use, depression and/

or anxiety symptoms, and screen time, with large

effect sizes (Brino et al., 2022).

Discussion

Cyberbullying victimisation rates are elevated in ado-

lescents with NDDs, which can have a significant

impact on their mental health and wellbeing

(Beckman et al., 2020; Emerson et al., 2022). While

previous research has explored the efficacy of

education and intervention programmes for cyberbul-

lying with general adolescent populations (e.g. see

Heyeres et al., 2021), little research has investigated

this with adolescents with NDDs, prompting the need

for this scoping review. We identified 29 published

papers meeting inclusion criteria. Many studies (19/

29) explored strategies that had been previously used,

or were currently being used, by adolescents with

NDDs and their support networks (including parents,

educators, and/or service providers). In contrast, 10

studies implemented and evaluated programmes or

strategies aimed at preventing cyberbullying and pro-

moting online safety behaviours among adolescents

with NDDs and/or their educators.

As this is the first known scoping review on this

topic, we felt it important to broadly scope the litera-

ture involving adolescents who had a NDD diagnosis.

We found most participants to have ASD, ADHD,

and/or intellectual disability. This is perhaps unsur-

prising, given that social communication difficulties

are known features of these diagnoses (APA, 2016),

motivating researchers to explore methods for

addressing cyberbullying among these young people.

Challenges with social communication are also a core

feature of language disorders, so it was somewhat sur-

prising that only eight studies were identified that

included participants described as having impaired

spoken communication skills, such as a language dis-

order (Agganis, 2018; Espelage et al., 2015; Grace

et al., 2023; Heiman & Olenik-Shemesh, 2015;

Raghavendra et al., 2015; Robertson, 2013; Shelton

et al., 2023; Sullivan et al., 2017). This represents an

important gap in the literature, especially given the

likely impact that oral and written language impair-

ments can have on a young person’s ability to use the

internet and social media safely and effectively

(Durkin et al., 2010; Shelton et al., 2023).

Existing strategies for managing cyberbullying

Across the included studies, adolescents with NDDs,

their parents, teachers, and service providers demon-

strated knowledge of a broad range of strategies for

preventing cyberbullying. Most studies took a

descriptive approach to explore strategy use, making

it difficult to ascertain strategy effectiveness.

Nevertheless, descriptive exploration of the strategies

described across studies revealed that there were

strategies commonly used by adolescents and their

supporters (e.g. parents/caregivers and teachers) to

avoid cyberbullying or to respond to it if it occurred.

To avoid cyberbullying, common strategies included

implementing privacy measures, exercising caution

about who to trust online, avoiding social media plat-

forms altogether, and having online interactions

monitored by parents. Common strategies in

response to cyberbullying if it occurred included seek-

ing support from authority figures (usually parents or

teachers) or peers, ignoring the negative interactions,

and blocking profiles of cyberbullies on social media

12 E. Jackson et al.



platforms. These strategies used by the adolescents

with NDDs were largely consistent with strategies

observed in the literature concerning adolescents

without NDDs (e.g. see Heyeres et al., 2021 for a

review), suggesting that there may not be a need for

separate strategies for adolescents with NDDs.

However, this is an important area for future research

as few studies included in our review reported on a)

whether management strategies were effective for

mitigating cyberbullying, b) where the stakeholders

had learned those strategies, and c) whether educa-

tion had been tailored to the needs of the adolescent

with NDDs.

Specifically, only half of the included studies

explored whether the stakeholders’ knowledge of

managing cyberbullying had a positive impact on the

experiences of cyberbullying (e.g. a reduction in

cyberbullying victimisation frequency) or associated

socio-emotional outcomes for the adolescents with

NDDs. For example, Dawson et al. (2022) found

that adolescents’ perceptions of their parents’ moni-

toring of their online activities was associated with a

reduction in the adolescents’ online risk-taking

behaviour. Given the higher prevalence of mental

health challenges among adolescents with NDDs

(Augustine et al., 2022), which can be compounded

by cyberbullying involvement (Beckman et al., 2020;

Emerson et al., 2022), future research should evalu-

ate strategies for managing cyberbullying and pro-

moting socio-emotional wellbeing among these

vulnerable young people.

Additionally, most studies did not report on where

the participants had learned how to manage cyber-

bullying, making it difficult to discern details about

educational strategies (e.g. types of programs, who

and where the education was delivered) that may be

useful for adolescents with NDDs. There was also

minimal reporting on whether any education pro-

vided to the adolescents and their supporters had

been tailored to suit their individual learning require-

ments. This is likely to be important and should be

the focus of future research, given that adolescents

with NDDs often have different learning needs, espe-

cially when it comes to understanding and engaging

with communication in online and face-to-face con-

texts (Ellis Weismer et al., 2018).

Implementation and evaluation of programmes and

management strategies

We reviewed 10 studies that involved the implementa-

tion and evaluation of an educational programme

relating to preventing and/or providing intervention

relating to cyberbullying. Notably, cyberbullying was

sometimes subsumed into programmes targeting the

broader topics of online safety (e.g. Osuna et al.,

2024) or bullying (including face-to-face bullying;

Sullivan et al., 2017). The programmes were deliv-

ered in varied models (e.g. whole-class, individual,

combined), a range of NDD diagnoses were

represented in the participants across these studies

and mixed effectiveness was reported.

In the classroom or at whole-school level, there

were contrasting findings across the studies. For

instance, Espelage et al. (2015) found that students

with a range of NDDs showed significant reductions

in bullying involvement and fighting frequency over a

3 year period following the second step curriculum

(Children, 2008). In contrast, Sullivan et al. (2017)

found no significant main effects on measures of bul-

lying following implementation of the combined

OBPP (Olweus & Limber, 2007) and second step

curriculum. These contrasting findings may, at least

in part, be attributed to the differing intensity of the

intervention, with Espelage et al. (2015) examining

the effects of programming over a 3 year period and

Sullivan et al. (2017) over a 5 month period. Similar

diagnoses were reported among the participants in

the two studies, including learning disabilities and

speech-language impairments, however, the specific

profiles of their language and/or learning strengths

and challenges were not reported, making it difficult

to interpret the potential impact of adolescents’ differ-

ent learning needs on their response to the interven-

tion. Future research should aim to identify optimal

programme intensities and explore which interven-

tion components are most effective at reducing cyber-

bullying among students with various NDDs.

Furthermore, it is important to note that studies tar-

geting anti-bullying in general (e.g. Espelage et al.,

2015; Sullivan et al., 2017) included education on

cyberbullying, however, the outcome measures

reported in the papers were on bullying in general.

Future research should include outcomes specific to

bullying in the online context, because while on- and

offline bullying are similar, there may be specific

intervention components that effectively mitigate bul-

lying in one context but not the other (Gaffney et al.,

2019).

While we found only three studies involving

school-based cyberbullying programming for adoles-

cents with NDDs, a large body of literature has dem-

onstrated efficacy at significantly reducing the

frequency of cyberbullying perpetration and victim-

isation among mainstream adolescents (e.g. see

Heyeres et al., 2021‘s umbrella review). While pre-

sumably adolescents with NDDs were included in the

classrooms that participated in this research, there

was no description of the students’ NDD diagnoses

in the studies, nor how they responded to the inter-

ventions. These adolescents may indeed engage in,

and respond positively to, school-based program-

ming. However, given the range of additional learning

needs that they may present with, it is likely that a

higher degree of support and/or tailored program-

ming is needed to facilitate learning about online

safety and to reduce cyberbullying and this must be

the focus of future research (Carrington et al., 2017).
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We identified several studies that used a model of

delivery other than school-based, including small

group, individualised, or combined models; however,

methodologies regarding target skills, outcome meas-

ures, and participant diagnoses were highly varied. For

instance, Agganis (2018) and Osuna et al. (2024) uti-

lised a small group format (face-to-face and online,

respectively) with Autistic adolescents, and reported

significant increases in effective social media engage-

ment and safety skills. Significant positive effects were

also found among individuals with communication

disabilities in studies by Raghvendra et al. (2015) and

Grace et al. (2023), who employed individual and

combined models of intervention delivery, respectively.

A combined approach was also effective for adoles-

cents with ADHD in an outpatient mental health

clinic (Brino et al., 2022). Taken together, the findings

suggest that adolescents with varying diagnoses may

benefit from individualised, small-group, and/or com-

bined approaches to managing cyberbullying.

Except for the SELFI program in Osuna et al.

(2024), no other interventions were described in rep-

licable detail, making it difficult for practitioners to

be able to utilise the programmes from the research in

their practice. This was also identified as a limitation

in the literature involving general populations

(Hutson et al., 2018). Furthermore, as with the stud-

ies that used a school-based model of delivery, these

studies generally lacked explicit reporting on the cog-

nitive, language, and learning needs of the adoles-

cents. This makes it difficult to draw conclusions

about what kinds of intervention components would

facilitate adolescents’ learning in a way that supports

their profile of strengths and challenges. It is critical

that future research continues to develop and evaluate

programmes that can be delivered in non-school set-

tings (e.g. healthcare settings), with reporting on

which adolescents benefitted from the programming

and make these resources available to practitioners.

This is important given that practitioners (e.g. psy-

chologists) may be well-placed to provide support for

adolescents with NDDs with cyberbullying, especially

when they present to services experiencing secondary

outcomes relating to cyberbullying victimisation

(Hutson et al., 2018).

Conclusion

This scoping review examined and mapped existing

evidence related to the management of cyberbullying

among adolescents with NDDs. Most research

involved exploration of strategies that are already

used by adolescents and other key stakeholders, and

generally these individuals demonstrated broad

knowledge of strategies and shared knowledge of how

to mitigate the issue of cyberbullying. Key strategies

included measures for preventing cyberbullying, like

managing online privacy (often with parental input to

mediate online activities), as well as responding to, or

intervening in, cyberbullying through measures such

as blocking and reporting. Further research should

explore the specifics of the education that they have

received and the effectiveness of such strategies (e.g.

via systematic review and meta-analysis), in order to

identify where research and intervention resources

should be dedicated moving forward.

A small number of studies involved implementa-

tion and evaluation of education or intervention pro-

grammes targeting cyberbullying, much of which

were subsumed into programming relating to the

broader topics of online safety or bullying more gen-

erally. There was emerging evidence of the effective-

ness of such programmes across a range of service

delivery models. This included evidence for the

effectiveness of individualised training for improving

online communication skills and confidence. Small

group training was also effective for building social

media safety skills. There was also some evidence for

the effectiveness of school-based programming, espe-

cially when delivered over an extended time period

(e.g. three years), on reducing the involvement of

adolescents with NDDs in cyberbullying victimisa-

tion and perpetration, as well as building self-efficacy

to cope with cyberbullying. Given the mixed evidence

for effectiveness, further research is needed to sub-

stantiate such findings and identify effective interven-

tion components for adolescents with various NDDs

and diverse learning needs. This type of research is

crucial in efforts to reduce cyberbullying rates and

mitigate its adverse effects on the mental health and

overall well-being of adolescents with NDDs.

Pre-registration

The protocol for this scoping review was published on PsyArXiv

on September 5th, 2022 (https://osf.io/preprints/psyarxiv/5qa29).
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